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Technical specifications of Two Factor Authentication (2FA) Solution


Technical specifications of Two Factor Authentication (2FA) Solution (Quantity: 50 users)

	SL No
	Requirements
	Bidder’s Response

	1
	General Specification
	Comply
(Yes/No)
	Remarks

	1.1
	Brand: To be mentioned by the bidder
	
	

	1.2
	Model: To be mentioned by the bidder
	
	

	1.3
	Country of origin: To be mentioned by the bidder
	
	

	1.4
	The proposed OEM's Two-Factor Authentication solution needs to be providing 2FA for Different Application including in-house developed applications for the Bank’s corporate/retails customers.
	
	

	1.5
	Lifetime of Mobile Token - Token should not have any forced expiration date
	
	

	1.6
	One-Time-Password (OTP) should be numeric and the length should be parameterized able so that Bank can choose to have a minimum of 5 digits and a maximum of 16 digits
	
	

	1.7
	The solution must be able to make Man-in-the-Middle Attack (MITMA) ineffective by authenticating the transaction via Electronic Signature mechanism.
	
	

	2
	Bidders Criteria

	2.1
	Bidder must be a local company in Bangladesh and operating in the IT security field specially in Banking sector for the past minimum 5 years.
	
	

	2.2
	Bidder MUST have prior proven experience in supply of 2FA solution to at least three (3) or more banks in Bangladesh where at least one of the systems has been live in operation for over five years. Please provide the name of the Banks for verification and experience certificate from at least two banks.
	
	

	2.3
	Bidder needs to provide MAF Letter
	
	

	3
	Authentication Server Specifications

	3.2
	The solution must have the capability to be deployed in Active - Active Mode
	
	

	3.3
	Should support Electric Signature as well as challenge-response functionalities available without changing the backend.
	
	

	3.4
	Should be able to authenticate OTP using OATH (Time, Event & Challenge Response based {OCRA}) - Technology
	
	

	3.5
	Should be able to authenticate OTP using AES, 3DES & DES algorithms.
	
	

	3.6
	Should support backend authentications to LDAP or RADIUS Servers.
	
	

	3.7
	Should support all of the following form factors without any change to backend authentication server:
· Mobile (Software Application) tokens (OTP + Electronic Signature to supplement user authentication methods like one-time passwords with additional security to validate transaction)
· Should support Web-based administration GUI /console which offers all administration functionalities.
	
	

	3.8
	Should support following operating systems for implementation:
· Microsoft Windows
· Unix/Linux 
	
	

	3.9
	[bookmark: _GoBack]The solution should have the capability to support all of the following mentioned algorithms-based tokens (DES, 3DES, AES, OATH & OCRA)
	
	

	3.10
	The solution should support database servers including Oracle, Maria DB and SQL Server.
	
	

	3.11
	The proposed solution should have built-in redundancy and failover capabilities available in on premise version.
	
	

	3.12
	The Authentication solution must be available in either on premise or on-cloud (lSO 27001 certified), so that in-future if required the cloud functionality can be used.
	
	

	3.15
	The solution should support enrollment of multiple types of authenticators per user
	
	

	3.17
	The solution must support PAM based Linux SSH authentication
	
	

	3.18
	The solution should Support offline multi-factor authentication for AD authentication
	
	

	3.19
	The solution should have the capability to automate the user registration and token enrolment flow 
	
	

	3.20
	The solution should also be able to create and provision user accounts
· Provisioning manually via the management console
· Bulk importing of the users via CSV file to the management console
	
	

	3.21
	The solution should Allow for web-based administrative access and role-based entitlements 
	
	

	3.22
	The solution must support multi-tenant and multi-tier architecture to create logical zones in which the information of each account is separated from the other, and administrators have access only to the users that belong to their account.
	
	

	3.23
	The solution must have the capability to add an operator from parent tenant to manage the account
	
	

	3.24
	The system provides real-time log viewing
	
	

	3.25
	The solution be able to send log to SIEM via standard protocol e.g syslog
	
	

	3.26
	The authentication server should have inbuilt RADIUS Server for ease of integration with end systems that only support RADIUS based authentication.
	
	

	3.27
	The authentication servers should be provided with auto synchronization capabilities.
	
	

	3.28
	The offered solution should have encryption capability of internal database where all users and authenticators related data is stored.
	
	

	3.29
	The offered solution should be available as physical, virtual appliance or cloud.
	
	

	3.30
	The offered solution should have in-built / embedded database without needed to have third party database license or database infrastructures.
	
	

	3.31
	The offered solution should have easy database backup and restore capabilities without need of any third-party tools.
	
	

	3.32
	The offered solution should have in-built capability to enable debug or tracing and auto log pursing mechanism based on amount of storage.
	
	

	4
	Software Token Specifications

	4.1
	Offered software token should support the following Platforms:
· iOS
· Android
	
	

	4.2
	Must support time, event & time + event-based OTP
	
	

	4.3
	Should fully support Electronic Signature functionality to supplement user authentication methods like one-time password (OTP) with additional security to validate transaction
	
	

	4.4
	Offered software token should support customization of the text as well as graphic of user Interface (menus, messages, icon, names, logos, font color, etc.) of the token prior to deployment.
	
	

	4.5
	Should support the option whereas for the security of the software token, it should delete the seed record from the phone if the users enters wrong pin more than specified number for times, requiring the token to re-activated and re-linked
	
	

	4.6
	Should support activation via offline mode where the user should be able to enter their activation details onto their mobile phone and the token should get activated without the need of internet connection on the phone
	
	

	4.7
	Should be able to order tokens with OTP Length: 6 to 16 Decimal/Hexadecimal
	
	

	4.8
	The Authentication solution must allow QR code-based enrollment for mobile based soft tokens on Android & iOS devices
	
	

	4.9
	Solution should have support for using biometric PIN to generate OTP token on mobile devices.
	
	

	4.10
	Software token should not have forced expiration time
	
	

	4.11
	Software token should support unlimited number of authentications.
	
	

	5
	Integrations

	5.1
	The solution should have extensive documentation, as well as APIs and SDKs that support available languages such as JAVA, .Net, XML etc.
	
	

	5.2
	The solution should support integration with Privileged Access Management (PAM) solutions with RADIUS protocol to achieve Multi-Factor Authentication.
	
	

	5.3
	The solution should be able to integrate with SMS gateway.
	
	

	5.4
	The solution must provide WSDL based APls for integrating the solution with other applications.
	
	

	5.6
	The solution should support integration with, not limited to:
· Internet Banking solutions
· e-Commerce solutions
· Active Directory
· Mobile Banking
· ATM Banking
· VPN
· SWIFT
· Windows Desktops
· Windows Servers
· Linux Operating Systems
· Network Devices 
· In-house customize Application
	
	

	5.7
	The solution should support (MS-CHAP, SOAP over SSL) between the client requesting for authentication and the server on secure protocols.
	
	

	5.8
	The solution should support SOAP based API's to easily integrate with any home-grown applications.
	
	

	6
	Training

	6.1
	The proposed solution should include user awareness training and administration training modules required to be delivered as part of the on boarding process.
	
	

	6.2
	The bidder shall arrange a comprehensive user training (Online/Offline) for 5 (five) personnel from Bank. The bank will decide on the list of persons for training. The training venue and program will be arranged and managed by the Partner.
	
	

	6.3
	The trainer should be minimum 5 (five) years subject matter expert of offered solution.
	
	

	7
	Implementation

	7.1
	The bidder should arrange the implementation in bank premises by the trained engineer.
	
	

	7.2
	The consultant should have minimum 5 (five) proven implementation experience in local or international banking industries/organizations.
	
	

	7.3
	The bidder should provide all necessary implementation approach document, architecture and deployment related documents prior to perform the implementation.
	
	

	8
	Support

	8.1
	The bidder should have capability to support locally and arrange OEM supports as and when needed by bank.
	
	

	8.2
	Unlimited number of support case should be allowed based on bank’s requirement.
	
	

	8.3
	The bidder have to include 3 (three) years full OEM and local support to the Bank. SLA will be signed for the support.
	
	

	8.4
	OEM Should have 24*7 support center in Asia region.
	
	



