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1. Introduction 

 

The Modhumoti Bank Limited (MMBL) is one of the well-recognized Private Commercial Bank in Bangladesh Banking 

industry. MMBL has taken initiatives to achieve industry standard certifications to strengthen its information security 

management system. In this respect, MMBL intends to achieve PCI DSS Certification for its Card Payment Systems. 

 

The Payment Card Industry Data Security Standard (PCI DSS) is a widely accepted set of policies and procedures 

intended to optimize the security of payment card data of the credit, debit, and cash-card to protect the interest of 

cardholders against fraudulent activities. The PCI Security Standards Council was formed jointly by four major payment 

card industries: Visa, MasterCard, JCB, and American Express. PCI DSS is the standard that is set by the world-known 

Card service providers, as mentioned above. The Bank is offering Credit (VISA and Master Card) and Debit (VISA) 

card services to its clients. The Bank has to comply with the standard policies and procedures of the PCI DSS to secure 

the Card Data Environment (CDE) of the Bank for protection of the card holder's data from internal and external threats.  

 

The bidders are expected to examine all instructions, forms, terms, Bank project requirements and other information in 

this RFQ document. Failure to furnish all information required as per the RFQ document or submission of a quotation 

not substantially responsive to the RFQ document in every respect will be at the Bidder's risk and may result in rejection 

of its Quotation. 

 

2. Scope of Work 

 

The scope of the work is to conduct PCI DSS gap assessment and then take remediation measures to achieve PCI DSS 

Certification for the Bank. The primary focus of the scope is to obtain PCI DSS for Modhumoti Bank: 

 

a) Scope will be identified based on CDD 

b) Switching system is managed by 3
rd

 party and Modhumoti Bank use only Internet Banking server.  

 

SL. Application/System Approx. Quantity 

1 Number of Server 30 

2 Number of Network Device 10 

3 Number of Web Application 2 

4 Number of Mobile Application 1 

5 Number of API 4 

6 Number of Public IP 4 

7 Number of ATM 48 

 

2.1 Deliverables: The deliverable of the project includes the following: 

 Project Team Identification and Resource Requirements 

 PCI DSS Scope Document 

 Detailed Project plan 

 PCI DSS compliant Policies, Procedures, guidelines, standards, SOP, baseline hardening documents and 

templates. 

 Gap assessment report 

 Managed Service and Remediation Support 

 Periodic dashboards and reporting to track progress on follow-up activities 

 PCIDSS Report of Report on Attestation (AOC) 

 PCI DSS Report of  Report on Compliance (ROC) 

 PCI DSS Certification 
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3. Bidder's Qualification 

To participate, bidders must qualify by meeting the following criteria: 

a) The bidder should be a well—recognized PCI Security Standard Council authorized Qualified Security Accessory 

(QSA). 

b) The bidder should have minimum 05 years of PCI DSS project related work experience. Submission of supporting 

documents (e.g., Implementation experience in PCI DSS project) is mandatory. 

c) The bidder should have Cybersecurity Insurance Coverage in Bangladesh 

d) The bidder should have local/international implementation experience. 

e) The bidder should have at least three successful PCI DSS project certification work experience in the financial 

sector of Bangladesh. 

f) Bidders must possess the necessary professional and technical qualifications and competence, financial resources, 

equipment, and other physical facilities, including after-certification service where appropriate, managerial 

capability, experience in the offered services, reputation, and the personnel, to perform the contract. 

g) Bidder should have minimum two (2) PCI QSA certified professional and also have certified governance & 

compliance and security operations  

h) Bidder should have minimum 02 PCI QSA certified professional and also have certified governance & compliance and 

security operations professionals (ISO LA, LI, CEH, OSCP, CISSP, CFE, PMP, VAPT etc.) 

i) The certified professionals should be permanent employees of the bidders. 

j) Bidders must have the legal capacity to do business in the country and enter the contract with MMBL. 

k) Qualified Security Assessor (QSA) must stay physically present on-site during the Gap analysis, Gap remediation 

plan preparation, and PCI DSS Compliance Validation/Certification Audit phase of the engagement.  

l) The bidder should have own/partner registered office in Bangladesh. 

 

4. Bidder's Documents 

 

4.1. The bidder should furnish following documents along with Bid: 

SL. Document Description Vendor Response 

1 Trade license  

2 Bank solvency certificate  

3 Letter of GIR / TIN certificate, VAT, income Tax certificate (last Year)  

4 Company local address and contact numbers  

5 Authorization from certificate body  

6 Experience Paper (WO/P0 Copy)  

 

4.2. Additional documents to be submitted related to the Project: 

SL. Document Description Vendor Response 

1 
Detailed Project Implementation plan for PCI DSS certification stating time and work 

required. 
 

2 List of deliverables with detailed timeline  

3 

Name, designation, qualifications, and related experience of the certified technical and 

management personnel to be engaged with this project and mention details of the 

personnel that will be engaged onsite. 

 

4 
List of PCI DSS certification project completion in Bangladesh or abroad (Please mention 

the name of the organization, contact person, address, and telephone number). 
 

5 
PCI DSS completion certificates in the financial industry of 

Bangladesh and extend of work done. 
 

6 PCI DSS related Training Plan - Training Center Details, Course outline.  

7 
Any other related information does not mention above, which the Certificate Body 

wishes to furnish. 
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Bidders must provide appropriate documentary evidence or other information to demonstrate that they are qualified in 

accordance with the criterion mentioned above. To be awarded by the Bank the bidder must have to meet all criteria 

mentioned above. Decision of the MMBL will be final in this regard and no appeal would be accepted. 

 

5. Disqualification of the Bidder 

 

 Bid is submitted after the last date or time of submission 

 RFQ response is incomplete. 

 Required documents (mentioned in section 4.1.1, 4.1.2,11) are incomplete or missing 

 The responses are misrepresented, incorrect or false 

 

5.1 Bid Prices 
 

The Bidders shall submit their quotations for having the works under the schedule in Offer to be filled in 

completely with all rates and amount in Bangladeshi currency (BDT). 

 

6. RFQ Evaluation Process 

 

After submission of the bid, both technical & financial quotations will be opened in presence of the bidders or their 

authorized representatives. An evaluation team will analyze & evaluate all of the received tender documents/quotations 

and Select the Qualified Bidders. Final selection of the nominated bidder will be done after negotiation with the qualified 

bidder(s) in presence of the Procurement Committee of the Bank. 

 

7. Instructions to the Bidders 

 

The Bank reserves the right to accept or reject in whole or in part; any or all quotations; to waive any technical deficiencies in 

the quotations; to request one or more re-submissions or clarifications from one or more vendors; to cancel the process in 

part or whole; to accept the quotation and award the final contract to the responsible vendor determined to be the most 

advantageous to the Bank. 

 

The bidder shall entirely be responsible for their own costs and expenses that would be incurred while participating in the RFQ 

and subsequent presentations, reference site visits, benchmark/stress tests and contract negotiation processes. 

 

8. Bidder Identification of Authorization to Response RFQ 

 

Responses submitted by the bidder to this REP represent a firm offer to contract on the terms and conditions described in this 

REP. The quotation must be signed by an official authorized to commit the vendor to the terms and conditions of the quotation. 

In this regard, an authorization letter from the Managing Director / CEO of the company should be provided with the bid. The 

vendor must clearly identify the full title and authorization of the designated officials and provide a statement of the 

response of RFQ commitment with the accompanying signature of the officials. 

 

9. Language of RFQ Response 

 

All response of the RFQ and supporting documentation must be in English. 

 

10.   Amendment to the RFQ Document 

 

At any time prior to the deadline for submission of RFQ response, the Bank may, for any reason, whether at its own 

initiative amend the RFQ document. Amendments will be provided in the form of an addendum to the RFQ document and 

will be re-published at the Bank's Website. It will be assumed that the amendments contained in such addendums will be taken 

into consideration by the bidders in their RFQ response. 
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11.  Scope of work and Vendor Responses with time duration 

 

The PCI DSS Certification and its related activities shall be carried out in accordance with the following tasks and the 

selected bidder shall provide detailed descriptions on how it plans to meet each of the deliverables in its response: 

 

Task   Description Vendor Responses 
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1 PCI DSS Scope review   

2 
Perform gap and risk assessment of the existing processes and controls 

in-line with PCI DSS requirements 
  

3 
Review of PCI DSS compliant Policies, Procedures, guidelines, 

standards, SOP, baseline hardening documents and templates 
  

4 
Conduct PCI DSS related Cyber Security Training and Exam 

Certification for the 04 officials of Modhumoti Bank 
  

5 
Other relevant activities required by the Bank to achieve PCIDSS 

Certification 
  

Time duration for completing Gap Assessment   
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6 Perform Card Data Discovery Scan   

7 Internal Vulnerability Scanning   

8 External Vulnerability Scanning   

9 Internal Penetration Testing   

10 External Penetration Testing   

11 Penetration Testing for Network Segmentation   

12 Gap and risk remediation based on the PCI DSS requirement.   

13 Remediation support to implement controls by proven consultant   

14 
Preparation & delivery of Standards, Guidelines, IT Policies, Procedures 

and subordinate documents, templates etc. for PCI DSS compliant. 
  

15 
Other relevant activities required by the bank to achieve PCI DSS 

Certification 
  

Time duration for completing Gap Remediation   
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 16 QSA Validation Assessment   

17 PCI DSS Report on Compliance   

18 PCI DSS Certificate is awarded to MMBL.   

Time duration for QSA Validation Assessment and Certification   

Note: Bidder should provide documentary evidence. 

 

12.  Bidders Evaluation 

 

An evaluation team will analyze & evaluate all the received tender quotations. The quotations will be evaluated based on 

bidder experiences, technical professionals, engagement of number of onsite personnel & specification of work. The 

successful bidders at the end of evaluation process will be considered for financial evaluation. MMBL deserves the right to 

award bidders which may be suitable for MMBL environment. 

 

 


